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Abstract 

Text steganography is crucial in information security due to the limited redundancy in text. The Arabic language features offer a new method for 
data concealment. In this paper, the researchers propose a new coverless text information hiding method based on built-in features of Arabic 
scripts. The first word of each row in the dataset is tested based on eight features to get one byte containing 1 or 0. That is a result of the presence 
or absence of the following features: mahmoze, diacritics, isolated, two sharp edges, vowels, dotted, looping, and high frequency. Then, each 
byte is converted to a decimal number (ASCII code) to implement a dynamic mapping protocol with the most frequent letter. In the hiding 
process, each character in the secret message is converted to ASCII code and successfully matched in the dataset. Thus, after matching, the 
candidate text is sent to the receiver. In contrast, the pre-agreed dynamic mapping protocol was implemented in a receiver to extract secret 
messages. Three Arabic datasets are used in this paper SANAD (Single-Label Arabic News Articles Dataset) includes 45500 articles, Arabic 
Poem Comprehensive Dataset (APCD) contains 1,831,770 poetic verses in total, Arabic Poetry Dataset contains more than 58000 poems). The 
suggested approach withstands existing detecting methods because of no modification or generation. Moreover, there is an enhancement in hiding 
capacity, which can conceal a (character per word). Hence, all the messages are embedded successfully using dynamic mapping. 

Keywords: Arabic script, Built-in Features, Coverless Information Hiding, Dynamic Mapping 

1. Introduction  

This Information hiding refers to a technology used to manipulate data that needs protection, allowing the secure 

transmission of confidential information through public channels. This concept involves combining various fields and 

technological aspects. The main purpose of information hiding is to hide confidential information from the 

unauthorized user and third parties [1]. 

Various kinds of multimedia can be used to hide messages, including text, images, audio, and video. Compared to 

others, text steganography is entirely difficult to design as a result of the absence of redundancy. Nevertheless, it offers 

simpler communication and consumes less memory. Working with text has benefits despite this challenge, including 

easy encoding, a large amount of data, effective use of space, and widespread use [2]. 

Text steganography is a branch of steganography, sometimes also referred to as linguistic steganography. It relies on 

hiding information in textual messages and textual documents as cover data, including those in magazines, newspapers, 

word processing documents, personal notes, etc. [3]. Text steganography is mainly divided into two categories: format-

based methods and content-based ones [4]. Format-based methods use special characters, line-shifting, and word-

shifting to code the text [5]. It is based on a space character [6], [7], altering the space between words or lines [8], or 

deals with font attributes [9], making the same glyphs for the multiple codes by designing new fonts with special 

properties [10].  These format-based techniques can fool humans, but they are unable to fool computer programs or 

make the stego text longer. Moreover, these techniques exhibit reduced resilience to text retyping attacks which makes 

it simple to lose the hidden data [11], [12].  
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Meanwhile, content-based methods are usually based on lexical, syntactic, or semantic manipulation, such as using a 

synonym replacement strategy [10], changing the structures of sentences [5], ligature characters Unicode [13], Unicode 

of characters in multilingual [14], etc., or composing a new text that mimics some aspects of the typical text such as 

generating a random sequence [15] or considering context-free grammars [3]. These content-based techniques must 

guarantee that the modified text meets the necessary standards for grammatical rationality and semantic accuracy, as 

well as that the resulting text's quality, which contains concealed information, is sufficient [11].   

However, the conventional methods of information hiding above are difficult to resist the corresponding steganalysis 

methods because the modification always causes some distinguishable features. Additionally, altering a carrier will 

unavoidably result in some distortion. Coverless text steganography, which belongs to the genre of steganography 

without a cover alteration, is therefore receiving greater attention. Text is a popular form of mobile communication due 

to its small size, high transmission speed, and ease of reading. Current instant messaging applications such as Facebook 

Messenger, WhatsApp, or Telegram prioritize mobile computing security while enabling real-time communication. 

Hence the importance of hiding in maintaining the security of communication [16]. 

A newly introduced concept known as “coverless information hiding” has been devised by researchers to tackle issues 

associated with conventional information hiding techniques. It is crucial to differentiate between the term “coverless” 

and the absence of a carrier signal. In this context, “coverless information hiding” denotes that the hidden information 

does not require embedding within a predetermined carrier [17]. Typically, coverless information hiding techniques 

exhibit three primary characteristics: they involve no modification, no embedding, and demonstrate resistance to 

steganalysis attacks [18], [19].  

Xiang et al. [20] categorize coverless text information hiding methods into two general groups. The first is the search 

method (or called carrier retrieval) [21], which involves seeking available carriers that align with the statistical 

characteristics of the secret message, or the message from the cover text must be retrieved while adhering to certain 

guidelines. In order to conceal information without changing the carrier text, Chen et al. [22] presented the notion of 

"tag + keyword," in which the tag is determined and connected to a Chinese mathematical expression. The second 

group is the generation method [20], [23], which involves the automatic generation of paraphrases, serving as a novel 

and valuable resource for linguistic steganography transformations. Fang et al. [16] employed a new linguistic stego-

system based on a Long Short-Term Memory (LSTM) neural network to train language generating models and obtain 

effective concealment effects, 

In order to address the issue of the inadequate security and low concealment of traditional data concealing methods, 

this research suggests a new coverless text information hiding method within the search method group. The suggested 

method is predicated on Arabic scripts' inherent characteristics. Dynamic mapping protocol was implemented with the 

most frequent letter to get successful matching in the selected dataset. The candidate text, after matching, was sent to 

a receiver. The pre-agreed dynamic mapping protocol was implemented to extract secret messages in the extracting 

process. The current paper has the following key contributions: 

1) By leveraging the characteristics of the Arabic language, it is utilized for information concealment. In this study, 

the researchers employed a set of Arabic language features to hide data. 

2) The researchers used a dynamic mapping protocol for information hiding based on the frequency of English letters 

and ASCII code distribution of Arabic language features in the selected dataset. 

3) They enhanced the embedding rate and hiding capacity by hiding character/word. 

The rest of this paper is organized as follows. Section 2 introduces the features of the Arabic language, section 3 

presents the related works, section 4 incorporates the proposed method, section 5 explicates the experiment results, and 

Section 6 summarizes the conclusions of the study. 

2. Arabic Language Features 

Arabic, spoken by roughly 200 million people [24], is the world’s fifth most spoken language [25],[26]. Arabic Internet 

material expands amid daily Internet activities [27]. Arabic has 28 characters and is written in a cursive form akin to 
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Urdu and Farsi. An Arabic letter changes shape depending on where it is in a word. It could be in the first, middle, or 

last place, or it could be alone. Table 1 explains Arabic alphabets and their forms [28]. 

Table 1. Arabic alphabets forms [28] 

Name Unicode 
Shapes 

Isolated Final Medial Initial 

HAMZA 0621 ء    

ALEF WITH MADDA ABOVE 0622 ـآ آ   

ALEF WITH HAMZA ABOVE 0623 ـأ أ   

WAW WITH HAMZA ABOVE 0624 ـؤ ؤ   

ALEF WITH HAMZA BELOW 0625 إ    

YEH WITH HAMZA ABOVE 0626 ئ ـ ـئ ـ ـئ ئ 

ALEF 0627 ـا ا   

BEH 0628 ب ـ ـب ـ ـب  ب 

TEH MERBUTA 0629  ـة  ة   

THE 062A ت ـ ـت ـ ـت  ت 

THEH 062B ث ـ ـث ـ ـث  ث 

JEEM 062C جـ ـج ـ ـج ج 

HAH 062D حـ ـح ـ ـح ح 

KHAH 062E خـ ـخ ـ ـخ خ 

DAL 062F ـد د   

THAL 0630 ـذ ذ   

RAH 0631 ـر ر   

ZAIN 0632 ـز ز   

SEEN 0633 سـ ـس ـ ـس  س 

SHEEN 0634 شـ ـش ـ ـش  ش 

SAD 0635  ص ـ ـص ـ ـص  ص 

DHAD 0636  ض ـ ـض ـ ـض  ض 

TAH 0637 ط ـ ـط ـ ـط  ط 

ZAH 0638 ظ ـ ـظ ـ ـظ  ظ 

AIN 0639 عـ ـعـ ـع  ع 

GHAIN 063A غـ ـغـ ـغ  غ 

FEH 0641  ف ـ ـفـ ـف  ف 

QAF 0642 ق ـ ـقـ ـق  ق 

KAF 0643 كـ ـكـ ـك ك 

LAM 0644 ل ـ ـل ـ ـل ل 

MEEM 0645 مـ ـمـ ـم م 

NOON 0646 ن ـ ـن ـ ـن ن 

HEH 0647  ه ـ ـهـ ـه  ه 

WAW 0648 ـو و   

ALEF MAKSOUR 0649 ـى ى   

YEH 064A ي ـ ـي ـ ـي ي 

HAMZA 0621 ء    

ALEF WITH MADDA ABOVE 0622 ـآ آ   

ALEF WITH HAMZA ABOVE 0623 ـأ أ   

http://ar.wikipedia.org/wiki/%D8%A8
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Each word usually consists of more than two connected letters. One, two, or three dots are put above or below the letter 

in some Arabic letters. Unlike English, which lacks multipoint letters, Arabic features 15 pointed letters, 5 of which 

are multipoint, see table 2. 

Table 2. Dots in Arabic letters 

No. of dots Arabic letters 

 ا , ح , د , ر , س , ص , ط , ع , ك , ل , م , و ، ه، ء، ؤ، ئ  0

ز، ض، ظ، غ، ف، ن ب، ج، خ، ذ،  1  

 ت، ق، ي  2

 ث، ش  3

Arabic symbols such as fathah, dhammah, kasrah, sukon, and shaddah use diacritical marks, which are short vowels. 

Tanween can alternatively be formed from two dhammas, kasrah, or fathah. These diacritical marks can be positioned 

above or below the characters and are written as strokes.  A word's meaning can be altered by altering a character's 

diacritical mark. Arabic readers are used to inferring meaning from context when reading undiacritical texts, see table 

3. 

Table 3. Diacritical marks of Arabic language 

Name Diacritical Marks 

Fathah َ 

Dhammah ُ 

Kasrah ِ 

Sukon ْ 

Shaddah ّ 

Two Fathah ً 

Two Dhammas ٌ 

Two Kasrah ٍ 

The different character forms that are used to write an Arabic sentence are another characteristic of the Arabic script. 

Arabic characters are written from right to left, and some do not connect to the characters that come after them. An 

Arabic character’s shape in a sentence depends on where it falls within the word. A character can produce one of four 

shapes when it is isolated, connected to its position in the word from the right (ending form), connected from the left 

(starting form), or connected from both sides (middle form) [29]. The extended character that appears between words 

to write (ـــ) is another distinctive aspect of Arabic script, commonly referred to as Kashida, such as ‘ كتب’ extended 

letter ‘ك ‘ to ‘ [30]  ’كــــتب.    

Having a lot of sharp edges is another distinctive feature of the Arabic characters found by [31], see Table 4. The 

Arabic letters range from one sharp edge (that is, و) to five sharp edges (that is, ك). The sharp letters in Arabic are 

categorized into five groups based on the number of edges [32]. The proposed method used 2 sharp edges, as shown in 

table 4. 

Table 4. The number of sharp edges in Arabic letters [32] 

Each Arabic letter in this standard has a general code, and for each of its several presentation forms within a word, it 

has a separate code. For instance, 0628 is the general code for the letter Beh, FE8F represents an isolated form, FE90 

The number of sharp edges Arabic letters 

 و ة ف ه  م  1

 ا ب ت ث د ذ ر زي ل  ط  ظ  ن 2

 غ ع ءج ح خ 3

 س ش  4

 ك 5
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denotes the ultimate form, FE91 indicates the beginning form, and FE92 denotes the middle form. When a character is 

isolated, connected to its location in the word from the right (ending form), connected from the left (beginning form), 

or connected from both sides (middle form), it can yield one of four shapes. Arabic text steganography may employ a 

code from the Unicode Standard to represent each of these variants [33]. Many other characteristics can be explored in 

the proposed method. 

3. Related Works 

This section reviews some relevant works of text hiding that have been presented in different languages. Text hiding 

is generally regarded as one of the most difficult kinds of information hiding strategies since text files have far less 

surplus information than graphics or audio files. Most coverless text information hiding systems are implemented with 

the English and Chinese languages in mind, and the techniques used in these systems are not transferable to other 

languages. For instance, there are significant differences between Arabic, Chinese, English, and other European 

languages.   

Xia et al. [2] introduced a novel method for coverless text information hiding, utilizing the Least Significant Bit (LSB) 

of the Character’s Unicode. The approach involved the conversion of internet-collected texts into LSB texts, which 

were then stored in a database. Notably, this method necessitated a substantial text database and was suitable for low-

capacity texts, typically around 14 or 15 bits, when the number of texts reached approximately 200,000. 

In 2019, Wang K. and Gao Q. [23] introduced a coverless information hiding technique utilizing character features to 

represent binary digits. Their approach involved establishing a mapping function between character features and a 

Binary Digit String (BDS), utilizing the Parity of Chinese Characters’ Stroke Number (PCCSN) as a character feature. 

Experimental results demonstrated a high embedding rate, reaching 6.25% in the best case and 25% in the improved 

method, along with enhanced security, robustness, and a high success rate. This method offered advantages such as 

resistance to format transformation attacks, improved semantic and statistical detection, and applicability across 

multiple languages. Remarkably, the technique did not require additional information and was effective with large-

scale text corpora. 

In 2021, Liu et al. [34] made advancements over the methods previously introduced by Chen et al. [22] and Wu et al. 

[35], focusing on enhancing success rates, extraction accuracy, and hiding capacity. They employed Part of Speech 

(POS) for concealing keyword numbers and optimizing stego-text retrieval. Chinese character components were 

utilized to locate marks. The “Word2Vec” language model was employed to expand the keyword set. This approach 

resulted in improved embedding capacity, eliminating ambiguity in locating markers. Furthermore, the method 

heightened extraction accuracy by increasing the number of keywords in stego-texts mapped to POS, thereby enhancing 

the embedding success rate and demonstrating resilience against current steganalysis techniques. 

In 2021, Wang et al. [8] introduced a novel coverless text steganography technique utilizing the structures of Chinese 

character components. These structures were categorized into groups based on their usage frequency, representing 

specific Binary Digital Strings (BDS). The Minimal Square Matrix (MSM) underwent conversion into a Code Square 

Matrix (CSM). Through the Chinese remainder theorem, the BDSs were transformed into binary digital slices (BiDSs). 

During the reception, the BDS was reconstructed, and the corresponding row and column numbers were determined.  

Unfortunately, there is no research on coverless information hiding in Arabic. However, oppositely, there has been 

much research on conventional information hiding in the Arabic language, such as concealing a secret text based on 

the dots of the letters [36], and concealing textual data within the visual allure of elongated letters or Kashida [26], 

[37], [38]. Harakats also serve a secondary purpose of concealing confidential information within the text [3], [39], 

[40]. Another approach allows for using different Unicode values for the same letter, enabling the concealment of 

information [41], and utilizing the sharp edges of Arabic letters to conceal secret bits, which is proposed by the authors 

in [31]. Each letter conceals secret bits according to the count of its sharp edges.  

However, it is essential to note that the standard methods of information concealing above lack robust security against 

conventional intruders and cannot overcome steganalysis methods. 
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4. Method 

This section provides a detailed explanation of the proposed coverless text information hiding based on built-in features 

of Arabic scripts. The three parts that make up the suggested method are the dynamic mapping protocol, the hiding 

procedure, and the extracting procedure. 

4.1. Dynamic Mapping Protocol 

In this step, implementing the dynamic mapping protocol is the pre-agreed protocol upon beforehand between the 

sender and receiver. Figure 1 shows the details of this step. 

 

Figure 1. Dynamic mapping protocol 

4.1.1. Read Selected Dataset 

Three Arabic datasets are used in this paper:  

1) SANAD (Single-Label Arabic News Articles Dataset), the articles were collected from three popular news 

websites: AlKhaleej, AlArabiya, and Akhbarona. SANAD includes (45500 articles in 7 categories) a wide range 

of topics, culture, finance, medical, politics, religion, sports, and tech [42].  

2) Arabic Poem Comprehensive Dataset (APCD), the Arabic dataset is primarily scraped from الديوان and  الموسوعة

 .Once both are combined, there are 1,831,770 poetic verses in total [43] .الشعرية

3) Arabic Poetry Dataset (6th - 21st century) contains more than 58K poems in the dataset dating from the sixth to 

the current era. In addition, the poem metadata includes the poet’s name, the poem’s title, and its category. The 

source of the extracted dataset was adab.com [44], and two datasets about Arabic poetry were used from Kaggle. 

More details are explained in table 5. 

Table 5. Summary of the selected datasets 

Dataset No. of rows No. of words  Size /MB Max char./row 

SANAD 45,500 16,800,368  180.81 33,359 

APCD 1,831,770 16,967,324  554.12 128 

Arabic Poetry Dataset 58021 8,518,526  94.68 47,033 

4.1.2. Preprocessing 

Many processes in datasets were implemented in the Arabic news articles dataset, including 7 folders in multiple topics: 

culture, finance, medicine, politics, religion, sports, and tech. All text files in 7 folders were converted to CSV files. 

Meanwhile, the preprocessing in the other two datasets involved extracting just poetic verses from total poem metadata. 
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4.1.3. Get First Word in Row 

The proposed method is implemented on the first word of each row in the selected dataset. In SANAD, 45,500 words 

were extracted, while in the APCD and Arabic poetry dataset, 1,831,770 and 58021 words were extracted, respectively.  

4.1.4. Construct 8-Bit Based Built-In Features 

In this step, the resulting words from the previous step were tested based on eight features to construct one byte 

containing 1 or 0 resulting from the presence or absence of these features. The features include: mahmoze, diacritics, 

isolated, two sharp edges, vowels, dotted, looping, and high frequency. Six features are implemented on the first 

character of the word (isolated, two sharp edges, vowels, dotted, looping, and high frequency), while the other features 

(mahmoze, diacritics) are implemented on the end character and whole word, respectively. The following functions 

explain built-in features in detail: 

1) Is_ mahmoze: This function checks if a word ends with a mahmoze letter; mahmoze letters mean that they contain 

HAMZA [‘ ء’, ‘ئ’, ‘ؤ’, ‘أ’]. 

2) Has_ diacritics: This function checks if a word has diacritics [‘’َ, ‘’ُ, ‘’ِ, ‘’ّ, ‘’ْ, ‘’ً, ‘’ٌ, ‘’ٍ, ‘ـ’]. 

3) Is_ isolated: It checks if a word starts with isolated letters, that is, cannot connected with the next one [‘  ,’ؤ’, ‘و’, ‘ز

 .[’‘د’, ‘ذ’, ‘ر’, ‘ا 

4) Is_ 2_sharp edges: It checks if a word starts with 2_sharp edges letters ['  ,'ا', 'ب', 'ت', 'ث', 'د','ذ' 'ر', 'ز', 'ي', 'ل', 'ط', 'ظ

  .[''ن

5) Is_ vowels: It checks if a word starts with vowel letters [‘ا’, ‘أ’, ‘إ’, ‘آ’, ‘و’, ‘ي’, ‘ؤ’]. 

6) Is_ dotted: It checks if a word starts with dotted letters: ['ب', 'ت', 'ث', 'ج', 'خ', 'ذ', 'ز', 'ش', 'ظ', 'ض', 'غ', 'ق', 'ف', 'ن', 'ي']. 

7) Is_ loping: It checks if a word starts with looping letters: ['ؤ', 'ة', 'ص', 'ض', 'ط', 'ظ', 'ف', 'ق', 'و', 'ه']. 

8) Is_ high-frequency: It checks if a word starts with high-frequency letters, the high-frequency Arabic letter based 

on the Holy Quran [45] (see table 6). In the proposed method, seven high-frequency letters were selected [‘  ,’ا’, ‘ل

 .[’‘ن’, ‘م’, ‘ي’, ‘و’, ‘ه

Table 6. Arabic letter Arabic letter frequency using only the Quran as input source [45] 

Rank Letter Frequency Percentage  Rank Letter Frequency Percentage 

 1.49 4,932 ذ 19  13.17 43,542 ا 1

 1.25 4,140 ح 20  11.55 38,191 ل 2

 1.00 3,317 ج 21  8.25 27,270 ن 3

 0.78 2,592 ى 22  8.08 26,735 م 4

 0.76 2,497 خ 23  7.50 24,813 و 5

 0.71 2,344 ة  24  6.64 21,973 ي 6

 0.64 2,124 ش 25  4.49 14,850 ه  7

 0.63 2,072 ص  26  3.75 12,403 ر 8

 0.51 1,686 ض  27  3.47 11,491 ب 9

 0.48 1,599 ز 28  3.18 10,520 ت 10

 0.48 1,578 ء 29  3.17 10,497 ك 11

 0.46 1,511 آ 30  2.84 9,405 ع 12

 0.43 1,414 ث 31  2.76 9,119 أ 13

 0.38 1,273 ط 32  2.64 8,747 ف  14

 0.37 1,221 غ 33  2.13 7,034 ق 15
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 0.36 1,182 ئ 34  1.82 6,012 س 16

 0.26 853 ظ 35  1.81 5,991 د 17

 0.20 673 ؤ 36  1.54 5,108 إ 18

Table 7 explains examples of Arabic words and their 8-bit based built-in features. 

Table 7. Example of construct 8-bit based built-in features 

 Built-in features 

Words 
mah

moze 
diacritics 

isolat

ed 

2 

sharp 

edges 

vowel

s 

dotte

d 
looping 

high 

frequ

ency 

 1 0 0 1 1 1 0 0 استضافت 

 1 0 0 1 1 1 1 0 اليَعْسُوب

 0 0 1 0 1 1 0 0 زار 

4.1.5. Get Ascii Code and Their Frequency  

In this step, the resulting 8 bits are converted to decimal numbers (ASCII code) and find their frequency in the Arabic 

news dataset. The distribution of ASCII code in the selected dataset is very significant in hiding capacity. Table 8 

shows the ASCII code and their frequency in the dataset, while figure 2 shows the distribution. 

Table 8. ASCII Code and their frequency in SANAD dataset 

No. Code Frequency  No. Letter Frequency 

1 8 10961  24 121 52 

2 57 6691  25 85 43 

3 48 5762  26 93 40 

4 20 4608  27 132 37 

5 0 4427  28 185 30 

6 6 2769  29 72 29 

7 29 2013  30 68 27 

8 4 1597  31 65 26 

9 1 1312  32 157 25 

10 43 940  33 136 25 

11 21 936  34 70 23 

12 18 714  35 112 19 

13 17 701  36 129 18 

14 36 370  37 134 17 

15 3 253  38 131 15 

16 22 227  39 149 9 

17 64 172  40 67 9 

18 52 138  41 82 7 

19 148 135  42 81 4 
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20 84 123  43 176 4 

21 146 68  44 145 4 

22 107 63  45 100 2 

23 128 53  56 195 1 

 

Figure 2. Distribution of ASCII Code in SANAD dataset 

4.1.6. Create Dynamic English Letter Mapping 

As shown in figure 2, the distribution of ASCII code lies in out range of English letters in the ASCII code. This required 

making a mapping to ensure that the English message was successfully hidden in the selected dataset.  

The proposed method implemented dynamic English letter mapping to map the most frequent ASCII code with the 

most frequent English letters. The term “dynamic” denotes that mapping is changed dynamically based on the selected 

dataset itself. Figure 3 shows the frequency of English letters [12]. 

  

                                                             (a)                                  (b) 

Figure 3. The English letters frequency (a): tabular data, (b) histogram [46]. 

The results of dynamic English letter mapping with the most frequent ASCII code in the selected news datasets and 

two datasets about Arabic poetry are explicated in Table 9. 

Table 9. Dynamic English letter mapping results: ASCII frequencies in three datasets 

SANAD APCD Arabic Poetry Dataset 

ASCI

I code 
Freq. 

Englis

h 

letters 

Mapping 
ASCI

I code 
Freq. 

Englis

h 

letters 

Mapping 
ASCI

I code 
Freq. 

Englis

h 

letters 

Mapping 

8 
10,96

1 
e (8:’e’) 43 

485,71

8 
E (43:’e’) 57 

14,62

0 
e (57:’e’) 
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4.2. Hiding And Extraction Procedures 

On the sender side, the hiding procedure was started by preprocessing the secret message by removing special 

characters, converting them to lowercase, converting numbers to words, and tokenizing. Each character in a secret 

message token was converted to the corresponding ASCII code. Then, using pre-agreed dynamic English letters 

mapping. This protocol maps the most frequent ASCII code with the most frequent English letters. The successful 

matching was collected as the stego-text sent to the receiver. Figure 4 shows the hiding and extraction procedures.  

 

Figure 4. Hiding and extraction procedures 

57 6,691 t (57:’t’) 6 
252,77

2 
T (6:’t’) 0 8,086 t (0:’t’) 

48 5,762 a (48:’a’) 8 
226,77

2 
A (8:’a’) 17 4,913 a (17:’a’) 

20 4,608 o (20:’o’) 0 
167,05

9 
O (0:’o’) 29 4,639 o (29:’o’) 

0 4,427 i (0:’i’) 20 
125,38

6 
I (20:’i’) 43 4,331 i (43:’i’) 

6 2,769 n (6:’n’) 17 
120,14

9 
N (17:’n’) 20 4,018 n (20:’n’) 

29 2,013 s (29:’s’) 1 
104,23

9 
S (1:’s’) 6 3,942 s (6:’s’) 

4 1,597 h (4:’h’) 29 99,979 H (29:’h) 1 3,718 h (1:’h’) 

1 1,312 r (1:’r’) 4 55,470 R (4:’r’) 4 2,409 r (4:’r’) 

43 940 d (43:’d’) 3 39,046 D (3:’d’) 48 1,833 d (48:’d’) 

21 936 l (21:’l’) 48 36,294 L (48:’l’) 3 1,689 l (3:’l’) 

18 714 c (18:’c’) 57 34,384 C (57:’c’) 18 1,104 c (18:’c’) 

17 701 u (17:’u’) 21 26,130 U (21:’u’) 21 1,075 u (21:’u’) 

36 370 m (36:’m’) 18 21,351 M (18:’m’) 36 302 m (36:’m’) 

3 253 w (3:’w’) 36 8,892 W (36:’w’) 52 299 w (52:’w’) 

22 227 f (22:’f’) 22 7,103 F (22:’f’) 22 272 f (22:’f’) 

64 172 g (64:’g’) 52 5,530 G (52:’g’) 185 132 g (185:’g’) 

52 138 y (52:’y’) 171 4,618 Y (171:’y’) 132 83 y (132:’y’) 

148 135 p (148:’p’) 128 1,563 P (128:’p’) 171 73 p (171:’p’) 

84 123 b (84:’b’) 134 1,525 B (134:’b’) 128 65 b (128:’b’) 

146 68 v (146:’v’) 148 1,511 V (148:’v’) 148 48 v (148:’v’) 

107 63 k (107:’k’) 132 1,426 K (132:’k’) 129 47 k (129:’k’) 

128 53 j (128:’j’) 136 1,034 J (136:’j’) 145 24 j (145:’j’) 

121 52 x (121:’x’) 176 694 X (176:’x’) 134 19 x (134:’x’) 

85 43 q (85:’q’) 129 617 Q (129:’q’) 131 15 q (131:’q’) 

93 40 z (93:’z’) 157 453 Z (157:’z’) 176 14 z (176:’z’) 
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Example: assume the secret message = ‘hope’, Figure 5, figure 6, and figure 7 explain the details of the hiding procedure 

in three datasets.  

 

Figure 5. Hiding procedure results using SANAD dataset 

 

Figure 6. Hiding procedure results using APCD dataset 

 

Figure 7. Hiding procedure results using Arabic Poetry dataset 

As seen in figure 5, figure 6, and figure 7 the mapping protocol was dynamic based on the selected dataset, so the 

candidate text was different from one dataset to another.  

On the receiver side, the extracting procedure is the opposite of the hiding procedure: beginning with the stego-text, 

calling the pre-agreed dynamic English letters mapping, and finally extracting the corresponding character to get the 

whole secret message. Figure 4 shows the hiding and extraction procedures.  

5. Experiment Results 

In this study, three databases (SANAD, APCD, and Arabic Poetry Dataset) were built from Kaggle, totaling about 

829.61 MB. Unfortunately, there is no research on coverless information hiding in Arabic to compare with them, but 

in this work conducts several experiments to assess the performance of the proposed steganographic method in terms 

of hiding capacity, success rate, extracting accuracy, security analysis, availability, and validity of the algorithm, 

respectively.   

5.1. Hiding Capacity 

The number of characters or keywords that can be hidden in one text is called hiding capacity. The proposed method 

can hide character/word. Moreover, during the embedding process, the stego-texts do not need to embed the length of 

the secret message. Thus, it is helpful in improving hiding capacity. Many parameters determine the hiding capacity in 

the proposed method, such as secret message length, number of successful matchings, their frequencies, and the size 

of the selected dataset. For example, the decimal number 8 results in 10,961 matchings, which means it can hide the 

English letter (e) 10,961 times.   

5.2. Success Rate 

It refers to evaluating the performance of the embedding algorithm and extracted message quality. Let N is the number 

of secret messages; the success rate equation is defined by (1) [16]: 

SR = S / N  (1) 
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Note: S is the number of successfully hidden messages, N is the total number of secret messages. 

The hiding success rate of the proposed method can be 100% using dynamic English letters mapping protocol if the 

frequency of English letters of secret message <= frequency of the decimal number of matchings for any size of 

datasets. 

5.3. Extracting Accuracy 

It refers to evaluating the performance of the extracting algorithm (distance between the secret message and the 

extracted message). The algorithm of the proposed method can embed and extract secret messages correctly; thus, the 

distance is zero, and extracting accuracy is high. 

5.4. Security Analysis 

The security of the proposed steganography method is high level for three reasons. Firstly, there is no modification and 

no embedding in the selected cover. Secondly, English letter mapping, which maps the most frequent ASCII code with 

the most frequent English letters, provides an opportunity to ignore the original letters used. Finally, “dynamic” 

mapping indicates that mapping is changed dynamically based on the selected dataset. All that can improve the security 

of the proposed method which makes it stronger defense against format conversion attack and statistical detection. 

5.5. Availability 

The dataset size has an important impact on the method’s availability. The proposed method can be extended to other 

built-in features such as the part of speech POS, n-grams, Name Entity Recognition NER, and so on.   

Table 10 can summarize the comparison of proposed steganographic methods in terms of hiding capacity, success rate, 

extracting accuracy, security analysis, availability, and validity of the algorithm, with related works.   

Table 10. Comparison of proposed method with related works 

Methods Hiding Capacity Success Rate Extracting Accuracy Security Analysis Availability 

[2] 

Low capacity, 14 or 

15 bits in 200,000) 

texts 

  

Resisting current 

detecting techniques, 

no modification in 

cover. 

 

[23] 

High capacity 

6.25% in best case 

and reached 25% in 

the improved 

method 

High success 

rate 
 

Resisting the format 

transformation attack 
 

[34]  
Improve 

success rate 

enhances extraction 

accuracy by increasing the 

number of keywords 

withstands current 

steganalysis 

techniques 

 

      

      

[8] high capacity 
100% 

 
   

Our 

proposed 

method 

Char per Word 100% 100% 

Stronger defense 

against format 

conversion attack 

and statistical 

detection. 

Can be 

extended to 

other built-in 

features 

6. Conclusion and Future Work 

In this paper, the researchers propose a new coverless text information hiding method based on built-in features of 

Arabic scripts. The process involved extracting the first word in each row, which was tested based on eight features to 

get one byte converted to a decimal number (ASCII code). Then, a dynamic mapping protocol was implemented with 
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the most frequently used letter. The proposed method withstands existing detection methods because it involves no 

modification or generation. Also, there is an enhancement in hiding capacity, which can conceal a (character per word).  

A potential limitation of the proposed method is that a number of factors, including the size of the chosen dataset, the 

number of successful matches, the length of the secret message, and its frequencies, affect the hiding ability and success 

rate. Despite this, the proposed method has a high hiding success rate, high security, high availability, and excellent 

extraction accuracy compared to previous works. 

In future work, there are three main issues to explore. The first is to improve hiding capacity by increasing the number 

of selected features to 16, aiming to conceal 2 bytes. The second is to embed an Arabic message utilizing 11 bits to 

encode Arabic letters. The third is to extend the current proposed method to built-in features of other languages, such 

as English, French, etc.  
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